TRANSACTION
PROCESSING FLOW
FOR CLOUD
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7: Sends transaction request

Processor

1: port 8445 (8443, 8450, etc.) is
required to be opened for
incoming and outcoming requests

2: HTTPs protocol and 443 port
are used. In case of a
communication error or connection
timeout, void is initiated by POS.

3, 10: Secure Sockets Layer
(SSL) based protocol and port
8445 (8443, 8450, etc.) through
the persistent channel are used.
In case of a communication error
or connection timeout, void is
initiated by terminal.

6: HTTPs protocol and 443 port is
used. In case of a communication
error or connection timeout, void is
initiated by terminal.

Card data is RSA encrypted (key
length is 2048 bit) - HSM is
required.

7: HTTPs protocol is used. In

8: Sends transaction response

case of a communication error or
connection timeout, void is
initiated by UniPay.
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9, 12: HTTPs protocol and 443
port is used.

11: port 8445 (8443, 8450, efc.) is
used.

—— card data not present
- - - - card data present




Cardholder

12: Consumes terminal transaction response

Transaction Processing via Cloud: Duration of Actions

Terminal

1: Opens a persistent channel o
>

4: Prompts card data

6: (optional) Prompts PIN

7: (optional) Provides PIN

l3: Forwards terminal transaction reguest

< 2: Sends terminal transaction request

8: Sends terminal transaction request

11: Forwards, terminal transaction response

@R

Processor

13: (optional) Prints receipt
or requests a signature

14: Sends terminal

ion response
>

15: Forwards terminal transaction response
>
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1-3: 8 seconds

4-5: 45 seconds

6-7: 45 seconds

8-11: 75 seconds

12-13: 60 seconds

14-15: 7 seconds

1-15 (Min time): 30 seconds
1-15 (Avg time): 60 seconds
1-15 (Max time): 240 seconds

—— card data not present
- - - - card data present



POS Interaction with Terminal

Cloud Integration

Steps:

1) Once activated, terminal connects to the cloud through a persistent channel.
2) POS sends transaction information to the cloud.

3) Cloud forwards request to the terminal (through the persistent channel).

4) Card holder provides card data.

5) Terminal sends transaction to the gateway (card data present).

6) Gateway processes the transaction and sends response to the terminal.

7) Terminal processes the response and forwards the response to the cloud.

8) Cloud forwards the response to POS.

=== preliminary steps not related to the actual transaction
2> sensitive data is present
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