
GENERATION OF A NEW PGP KEY 

Overview 

PGP is an encryption program that provides cryptographic privacy and authentication for data 

communication. PGP is often used for signing, encrypting, and decrypting texts, e-mails, files, directories, and 

whole disk partitions and to increase the security of e-mail communications. PGP encryption uses a serial 

combination of hashing, data compression, symmetric-key cryptography, and finally public-key cryptography; 

each step uses one of several supported algorithms. 

In UniPay, PGP encryption can be used in the following cases: 

 PGP encryption of client’s batch request files. It is used in cases when tokenization of PAN data is 

not used. 

 PGP encryption of batch files submitted from UniBroker to UniPay and back. It is used in UniPay 

deployment configurations with UniBroker. 

 PGP encryption of processor request files going from UniBroker to a processor’s sFTP location and 

back. It is used when PGP encryption is mandatory with the integrated batch processor. 

 PGP encryption of raw card data in real-time transaction requests. It is used when the built-in 

tokenization functionality is not used. 

Please note, that these use cases are not mandatory, and will become required only if a particular logic is 

used as part of the system configuration. 

How to generate a new PGP key 

1. To download and install GnuPG for Windows, please follow this link: https://files.gpg4win.org/gpg4win-

2.3.3.exe. To download and install GnuPG for Linux, please follow this link: 

ftp://mirror.switch.ch/mirror/gnupg/gnupg/gnupg-2.1.9.tar.bz2 
2. Execute the following command: 

 gpg --gen-key (for Windows users) 

 gpg --full-gen-key (for Linux users) 
3. Follow the instructions and input values as indicated: 
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4. Execute the following commands: 

 gpg --output mycompany-prod-pub.asc --armor --export "John Smith 

<jsmith@myportal.net>" 

 gpg --output mycompany-prod-pri.asc --armor --export-secret-keys "John Smith 

<jsmith@myportal.net>" 

 

PGP keys are stored in one of the following directories: 

 unipay/resources/PGP 

 unibroker/resources/PGP 


