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TWO FACTOR AUTHENTICATION GUIDELINES 
 

Two Factor Authentication is a mechanism providing an additional layer of logon authentication 

with more secure access to the gateway. 

To start using the mechanism, it must be enabled on System perspective => Settings => General by 

entering a user role, for which (and higher) all users will have to have Two Factor Authentication 

(using Google Authenticator) enabled. 

 

For example, if Portfolio1 role is entered, all users that have roles Portfolio1, Portfolio2, System 1, 

System2 will be required to use two factor authentication while accessing the gateway from the UI 

(check all available user roles here: http://www.unipaygateway.info/permissions). All users, for 

which two factor authentication is applied, will have to install Google Authenticator app on their 

smartphones.  

After that, you have to complete your two factor authentication registration by going to User 

perspective => Details and clicking on Two Factor Auth button => Register Now:  

http://www.unipaygateway.info/permissions
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In the opened form, you can review the instruction on how to enable two factor authentication for 

your user account: 

Your current security role is [your role]. This role requires Two Factor 
Authentication when you log in, which provides additional security.  

When you log in to the site, in addition to your username and password, you 
will have to provide a six-digit one-time password which will be generated by 
your mobile phone using Google Authenticator. 

In order to generate this one-time password you will have to install the Google 
Authenticator App. Please follow the steps below to install the app: 

Step 1: Install Google Authenticator on your phone by following these 
instructions. 
https://support.google.com/accounts/answer/1066447?hl=en.  

You will need either a QR code or secret key as shown below to complete the 
set up process You can learn more about Google Authenticator here.  

If you have difficulties installing the Authenticator app please contact technical 
support at [your-support-email].  

Step 2: Once you have installed the application, please generate a code and 

enter it below to complete the registration. Please note that the code is only 

valid for 30 seconds. 

 

  

https://support.google.com/accounts/answer/1066447?hl=en
http://en.wikipedia.org/wiki/Google_Authenticator
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After reviewing the instruction, you will have to enter authentication code. With your Google 

Authenticator app, you can get it in two ways: either read a QR code or enter the code on the 

screen. Once you enter the code, your page will be refreshed.  

 

Note if you leave your user account with no Two Factor Authentication activated, the window with 

activation request will show up. You will have to either complete registration or postpone it. If you select 

postpone registration option, you will be automatically logged out by the system.  

With every single visit after that, for accessing the gateway, you will have to enter a specific token 

on the logon page. The token will be generated every time when you open Google Authenticator 

app. 

 

 


