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DIAGRAMS



TO Manager

Terminal Order (TO) Flow

Fulfillment

«—)

Mail Service

8: Passes order for shipping
-

13: Delivers order

1: Creates terminal =
Lad
2: Places order =
-
3: Approves order -
<<l
o -31§§E‘1§EEE@Y§'.B‘3@Q@E'9£‘->
< 21 Sends approval notification__ |
6: Submits order &= |
|
7: Fulfills order
- 10: Provides tracking information _______
L 11: Sends shipment notification, |
.4.1.23 Sends shipment notification _ |
gl
.
14: Activates terminal(s) )
—— I—

1: terminal code gets assigned

4,5: notification includes
information about a submitted
order and assigned TID

7: process includes the
installation of the necessary
software, setting configurations
and uploading injection keys

9: information includes tracking
and serial numbers

10: the information is sent to the
gateway via a response file

11,12: notification includes
tracking information, activation
code(s) and serial number(s) of
the terminal(s)

- - - sensitive data present
----- sensitive data not present

/|
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TO Manager

1: Resets terminal 22|
1l
2: Places exchange order >
3: Approves order A
>

Exchange Terminal Order (TO)Flow

6: Passes terminal for exmange.

7: Submits exchange order

Fulfillment

-
>

11: Provldes_n:a cking Infgrmatlon .

8: Fulfills order :
9: Passes order for shipping >

14: Delivers order

15: Activates terminal(s)

A

Mail Service

1: Terminal code gets
unnasigned and terminal gets
"Disconnected" status

4,5: notification includes
information about a submitted
order and the unassigned TID

6: Exchange is done via the mail
service

12,13: notification includes
tracking information, activation
code(s) and serial number(s) of
terminal(s)

- - - sensitive data present
----- sensitive data not present
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Terminal Order Statuses Transitions

[1] Creates terminal .y

Mer

[2] Places order

>
T: Unassigned '

O:

[3] Submits order

[4] Approves order

Fulfillment

[E3)  [[TERMINAL_ORDERING_CL="M" (manual)]

[7] Fulfi

g [10] Provides tracking information

lls order

—)

[8] Passes order for shipping o
>

<_L9J_F‘_rg\_lia_:lgs_ tracking information

‘TRACKING_NUMBER
:SHIPPING_DATE

[TERMINAL_ORDERING_CL="1" (Inltegrated)]

[11] Forwards order

[12] Validates order :

[13] Fulfills order :

Ifillment
Ifillment

T: Provisioned

[14] Passes order for shipping o
>

[15] Provides tracking information

19] Delivers order

-
«

[20] Activates terminal(s) :

T: Active

1: terminal code gets assigned

2: finish Later

5,6: notification includes
information about a submitted
order and assigned TID

7: process includes the
installation of the necessary
software, setting configurations
and uploading injection keys

9: information includes tracking
number, shipping date

10: the information is entered by
UI to the gateway

13: process includes the
installation of the necessary
software, setting configurations
and uploading injection keys

15: information includes tracking
and serial numbers

16: the information is sent to the
gateway via a response file

17: notification includes tracking
information, serial number(s) of
the terminal(s)

18: notification includes tracking
information, activation code(s) of
the terminal(s)

- - - sensitive data present
----- sensitive data not present
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Sunmi Terminal Initializing (Remote Key Injection)
=

11 places o
o [2]forarss order
Staius s INRULFILLMENT |
5
14]
5] pgs-in terminal Pa—)
18] configures findreld p—)
L >
B Intiaizes serminal N
THerminal setu
9] gererates a Pl par pa— PKI- publicprvate key
[10] generates a CSR CSR - Ceantificate Signing Request

[14] calls gel credeslials

HermingKer

[12] parsisss 5 P

115" el log srocenlias
(e

" [17] calls lagr-stete: >

|status.
i

[18] calls uplozd-log

[19] provides edertals

120 cals RKLD RKLO - Login
irsecnonUsariar)
S r—

[T [oniy once per group]
23] calls e RKEQ > Retrigre Cervicaiz
Tros structure
for each cert]
[72] 220 R RKRK - Refrive Cortfiate:

120 porsits s
ED

r terminal]

[74] calls RECR RKCR - Generale Ceriicaie
rom C5R.

™
cormantizme (C) = setaiumber
InecTonCefcat:

2ot emsices
CATE SIGNED

Status CEF

[centmicates]

[responseM essage=Success]

[26] get- cotiicates

[77] persises certineates,

[28] calls lngstate

Status

VIS IONED| SR I piace in g

[25] calls uplozd-log

[31] ships terminal

133] enters tracing Information

[33] senes omer nolification

[terminal actiation]

[35] calls actvate-terming!

sectvalionCoge]

e terming

™
“respansaMiessage - Sucess]
Statis | PENDTNG_THIECTION

[37] cls uploz-og .

Tterminal injeckion]

-« 150 caik PEOT - PEDT -+ deniMeation Request
T
[39] calls PEDK PEDK - ey Exchange Request
T
[40] calls pEOY PEOY -2 Key verificaion
Requast

e

42) cals og-state

SR I iacest In O

[43] calls uplozd-log

el 2eation,
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Merc

15: plugs-in terminal

1:

places order

12: shippes terminal
» pp!

2: forwards order

Ingenico Terminal Initializing (Remote Key Injection)

»-

5: calls get-credentials

:userName=serviceUser

:password = staticPassword(20)

terminalKey

6: calls get-credentials

:password = newPassword(2
:secretKey

0)

=

7: calls log_credentials

8: calls get-parameters

9: calls log-state

Yy

N
:terminaIKeyl
3: injects PIN key >
4: initializes terminal
’.
B 11: completes initiazation ___________

13: enters tracking informationb_

trackingNumber
:serialNumber

14: sends activation email

14: sends order notification

:activationCode
:trackingNumber
:terminalKey

16: activates terminal

19: confirms activation

-

:activationCodel

:systemMessage = #provisione%l

10: calls log-state

17: calls activate-terminal

18: calls activate-terminal

:activationCode l

‘responseMessage = Succe

3

Copyright©United Thinkers LLC-8/14/2020



