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SFTP

Legend
— no card data —— card data present default port: sftp 2222
External Secure Segment
Client Processor Token_lzatlon
Appliance
i K K A A A A
l 11 12 1094 3
AN
sftp-nodes unibroker-nodes\\ m
ProFTPD { HAProxy JBoss
< T |
SFTP cluster M UniBroker cluster
A >
5,8, 13
unipay-nodes e
HAProxy ‘ JBoss
I
I
UniPay cluster
6,7,14, 15

Copyright © United Thinkers LLC - 05/15/2020



Email service

Legend

Email services: smtp/smtps 465
(25 and 587 ports may be used)
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Admin Node

Legend
Logging: tcp 6379

ElasticSearch: https 443 (Internal: http 9200)

Jenkins deployment board: https 443
(Internal: http 8080)
Kibana: https 443 (Internal: tcp 5601)

Logstash: https 443 (Internal: tcp 6379
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94

Protocol/

Use Case Port Type Encryption Description
external/ Used for connectivity between deployed
https 443 SSL
User Intgrface ps internal web applications and clients.
an
Used for connectivity between UniBroker
API Calls h 181 i [ L
ttps 818 Interna = and StrongAuth tokenization appliance.
Used for SMTP connectivity with email
smtp 25 external no server to send outgoing emails from
UniPay.
Used for SMTPs connectivity with email
Email Services smtp 587 | external TLS server to send outgoing emails from
UniPay.
Used for SMTPs connectivity with email
smtps 465 | external SSL server to send outgoing emails from
UniPay.
Used for exchange of files submitted by
client to the application, by the gateway
to a processor and for internal files
external/ o
File Exch sftp 22 internal SSH exchange within the system. Also used to
e xcff.ange set up SSH-based connectivity within the
Traffic network, e.g. as a secure shell needed for
administrative purposes.
sftp 2222 | internal SSH Used for files exchange within the client's
SFTP server.
Used for connectivity between the cloud
Terminal Cloud tcp 8445 internal SSL and a terminal, as well as between a
terminal and POS system.
Used for connectivity between UniPay and
MySQL . MySQL database, as well as for
I
Database tep 3306 Interna no connectivity between JMS message broker
and its database.
f f h
tep 7600 internal no Used gr data traljls ers'between the
nodes in HA configuration.
Cache tcp 7900 | . . .
Replication — internal no Used for HA failure detection.
(Jgroups) cp internal no Used for HA failure detection.
tcp 57900
cp internal no Used for HA failure detection.
tcp 57901
P internal no Used for HA failure detection.
tcp 57902
cp internal no Used for HA failure detection.
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Used for resources synchronization in HA
Resources configuration, such as hosted payment
Synchronization | tcp 30865 | internal no . L )
pages, properties and config files, included
(Csync2) . . .
in csync2 tool configuration.
Logging in HA . . .
for | HA
Configuration tcp 6379 internal no Useq or (?ggmg on admin node in
. configuration.
(Redis)
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